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Governance
NAIS Handbook: Trustees as Legal Fiduciaries
 Corporate law, internal policies and
procedures, third party contracts
 Local, state, and federal laws and regs
 The school’s financial & physical resources
 Risk Management

Independent Schools and ERM
Enterprise Risk Management (ERM) is defined as:
A process, effected by an entity's board of directors, management and
other personnel
 Applied in strategy-setting across the enterprise
 Designed to
•

identify potential events that may affect the entity

•

manage risk within its appetite

•

provide reasonable assurance regarding the achievement of
entity objectives

Taken from the definition by Committee of Sponsoring Organizations (COSO)

Identifying & Managing Risk
Internal Risk Management Audit:
Ten Key Areas of Focus
1.

Board Oversight on Fiduciary Matters

2.

Financial and Accounting Policies

3.

Student Programs and Activities

4.

Facilities Management - maintenance, safety, security

5.

Human Resources - employment practices, handbooks, records
management

Identifying & Managing Risk
6.

Legal compliance - report filings, contracts

7.

Technology - internal controls, safeguarding data & assets

8.

Admissions - services, activities and policies

9.

Fundraising - services, activities and policies

10. Environmental - indoor air quality, noise, lighting hazardous
materials

Enterprise Wide Risk Analysis
Identify risks through a risk assessment process
 Strategic Risk that affects an organization’s ability to achieve it’s
goals.
 Financial Risk that may result in a loss of assets.
 Operational Risk that affects on ongoing management process.
 Compliance Risk that relates to externally imposed laws and
regulations as well as with internally imposed policies and
procedures concerning safety, conflict of interest and the like.
 Reputational Risk that affects a school’s reputation, brand or both.

Three Components
1. Crisis Management
Crisis:
"An unstable or crucial time or state of affairs in which a decisive change is
impending; especially one with the distinct possibility of a highly undesirable
outcome.“*
Crisis Management:
The application of strategies designed to help an organization deal with a sudden
and significant negative event.
A crisis can occur as a result of an unpredictable event or as an unforeseeable
consequence of some event that had been considered a potential risk.
*Defined by Merriam-Webster Dictionary

Examples of Crisis Situations












Sexual Harassment, Assault,
Molestation (incl. studentstudent)
Civil unrest;
Criminal activities (hostage
situation, kidnapping, robbery,
rape, shooting);
Data breach/loss
Epidemic outbreak/SARS,
Influenza, Pandemic;
Fire/smoke or explosion;
Food-borne illness;
Foreign Travel/International
Exposure
Arrests

 Lost or missing child;
 Medical emergency, serious injury
or sudden illness;
 Natural disaster (earthquake,
hurricane, snow, tornado);
 Pollution exposure
 Structural or utility failure;
 Sudden injury/illness or
death/suicide; and
 Traffic accident (car, school bus,
street exposure).
 Social media campaign by
unhappy parent, employee,
students, etc.
 Bomb Threat

Three Components
2. Business Continuity Management
 Holistic management process
 Allows the school to continue operations at acceptable
predefined levels following a disruptive incident or recover
to pre-loss levels as quickly as possible.
 Identifies potential threats to a school and the impacts to
operations those threats, if realized, might cause
 Provides a framework for building institutional resilience with
the capability of an effective response that safeguards the
interests of its key stakeholders, reputation, brand and valuecreating activities.

Three Components
3. Reputational Risk
A risk of loss resulting from damages to a school’s
reputation.
Examples:
 Enrollment declines/Lost tuition revenue
 Decline in fundraising/loss of key donors
 Increased operating, capital or regulatory costs

Reputational Risk
Political/reputational risks are those that could cause the
school to suffer a loss of standing in the eyes of the public
generally or in the eyes of a discrete group, such as
prospective applicant families or campus neighbors.
Although political/reputational risk may result in a specific
sanction, such as loss of accreditation, typically it yields a
less quantifiable adverse impact, such as public disapproval
and negative “buzz” after a scandal.
- The Roles of Trustees and Heads in
Managing Risk
Laura A. Kumin, Esq.

Reputational Risk

“It takes 20 years to build a
reputation and five minutes to
destroy it.”
- Warren Buffett

Case Study #1
Penn State Scandal
 Financial Impact: In Excess of $170,000,000
 Expenses included criminal and civil lawsuits, legal fees,
consultants and fines
 Enrollment dipped the year following the scandal
 Alumni contributions declined
 Outside support (Foundations, corporate sponsors, etc.)
declined

Case Study #1
Penn State Scandal (cont.):
 University President, Vice President and Athletic Director
were fired
 Board of Trustees cited leadership for failing to inform the
Board and for making unauthorized statements
 State Attorney General indicts the three for grand jury
perjury, conspiracy, obstruction of justice and child
endangerment

Case Study #2
Hotchkiss Claim – Foreign Travel
 School sponsors trip to China in 2007
 Student contracts tick born encephalitis and suffers
neurological injury
 Family brings suit in Connecticut Federal Court
 Jury awards $41.7M verdict
 2016: Case still pending on appeal

Case Study 2A
Hotchkiss Claim #2
 Alleged sexual abuse and molestation in mid-1980’s
 Lawsuit filed in 2015 in Connecticut Federal Court
 Plaintiff Attorney is the same as the China trip claim
 Litigation Pending
 Significant impact on school reputation

Case Study 3
St. George’s School – recently in the news
 Dozens of former students alleging rape or molestation by
employees and schoolmates over four decades
 Suggestions that allegations were not reported to
authorities or handled as one might deem appropriate
 Suggestions the Head be terminated and the Board
swept clean
 Prestige and history going back to 1896
 Future reputation? Only time will tell……

Reputational Risk
5 Key questions for your Board:
1. What are the connections between reputational risks
and other types of risks facing our institution?
2. Could the way in which our Board and/or Administration
conducts its business result in reputational risk to the
institution?
3. Does the Board identify upside as well as downside risks?

Reputational Risk
5 Key questions for your Board (cont.):
4. What are our blind spots? What are we not anticipating?
5. Where do our discussions of reputational risk belong? Should
they be assigned to a board committee, such as the audit
committee? Should the full board and administration engage
in discussions?

Creating a Crisis Management
& Business Continuity Plan
 Assign responsibilities
 Conduct thorough analysis of risks & exposures
 Determine key goals and objectives
 Formalize and implement the Plan

Assign Responsibility
Board of Trustees
• Executive
Committee
• Finance Committee
• Audit Committee
Risk
Management

School Management
Operational Risk Management
Committee
Head of School
Business Officer
Division Heads
Operations/Facilities
Manager
Human Resources

Analyze Risks & Exposures
Identify strengths & limitations of your institution:
• Financial resources
• Size of campus/multiple campuses
• Geographic location
• Available options for reciprocal agreement for use of
space
• Ability to facilitate distance/online learning
• Availability of local responders
• Level of preparedness
• Available employee resources

Determine Key Objectives
Define the purpose of the Plan document, the objectives to be
accomplished and the assumptions used in the Plan.
Plan objectives:
 Facilitate timely recovery of key school and business
functions
 Minimize loss of revenue
 Maintain public image and reputation
 Minimize loss of operational and financial data
 Minimize the critical decisions to be made in a time of crisis

KEY ELEMENTS OF A
BUSINESS CONTINUITY PLAN
KEY ELEMENTS OF A BUSINESS CONTINUITY PLAN:
 Recovery Strategies: Describe the strategies to respond to
an emergency situation.
 Recovery Management: Describe the organizational
structure of the recovery teams and the roles of the
Emergency Management Team members.
 Human Resource Management: Describes how to manage
the various human resource issues which may arise during
the recovery effort.
 Administrative Support: Describe how administrative
functions for recovery staff will be managed

KEY ELEMENTS OF A
BUSINESS CONTINUITY PLAN
KEY ELEMENTS OF A BUSINESS CONTINUITY PLAN (cont.):
 Financial Issues: Identify how financial issues will be handled
during the recovery.
 Recovery Communications: Identify how communications
will be handled during the recovery process. This includes
communication of the status of the recovery, problem
management and external communications.
 Recovery Site Plan: Detail the recovery process and the
actions that will be executed by the recovery teams as the
result of losing the physical site where business is performed.
This section includes a checklist for each recovery team
member during the recovery effort.

KEY ELEMENTS OF A
BUSINESS CONTINUITY PLAN
KEY ELEMENTS OF A BUSINESS CONTINUITY PLAN (cont.):
 Plan Activation: Describe the normal process by which
an emergency situation is communicated, how the
damage assessment is performed, and how a decision to
activate the plan is made and by whom.
 Business Application Recovery Plan: Detail the recovery
process and the actions that will be executed by the
recovery teams. This section includes a checklist for each
recovery team member during the recovery effort.

Crisis Communications
13 Key Strategies*:
1. Simplify your current plan whenever possible
2. Decision making management: What do we want to achieve,
preserve and avoid whatever we say and do?
3. What must you achieve to manage the crisis?
4. Identify what is and what is not a problem
5. Evaluate “To what extent could this be more harmful?
6. If the potential for damage is or becomes great, consider
involving legal and/or public relations counsel.
*New Ways for Independent Schools to Manage Crisis Communications – Pete Arnold

Crisis Communications
13 Key Strategies (cont.):
7. Involve others. Bring in one or two trusted associates who will
make their own assessments of the potential damage, as well as
its likelihood.
8. Designate at least one team member proficient in social media
to observe and track content that is potentially harmful.
9. As you formulate plans, make statements and take actions,
identify ways to track the issues.
10. If an event has been cancelled due to a crisis, update your
website and social listings to reflect the change.
11. Identify an official school spokesperson to respond to inquiries
from print and broadcast media.

Crisis Communications
13 Key Strategies (cont.):
12. Assign a team member to communicate with internal and
external school audiences via email. These audiences include
Board members, students, parents, alumni, support groups,
faculty members, and staff, as well as partner groups that might
be affected.
13. Among the key issues for you, your Crisis Management team and
any legal or public relations counsel you involve will be the level
of transparency your school presents. Remember your responses
to “Achieve, Preserve and Avoid.”

Crisis Communications
 How a school handles a crisis is the measure of its
competency and honesty.
 A school will be judged on its preparedness and response
to a crisis more than on the crisis event itself.
 In the event of a crisis situation the school community is
looking for:
 Trust: Credible and Open Communications
 Concern: Empathy, Solidarity
 Transparency: Information

Crisis Communications
The school community is looking to YOU to guide them and
will need the following, depending upon the crisis:







Responsibility
Regret
Reassurance
Restitution
Reform

Crisis Communications Checklist
 Create a stakeholder matrix.
 ‘War game’– Identify the likely responses from stakeholders.
 Talk to stakeholders before the issue becomes public or the
media comes knocking.
 Choose your words carefully: It isn’t what you say but how
you say it.
 Develop strong communications
 Concise—each message is one compelling sentence
 Relevant—each statement reflects “macro” concepts and
avoids “in the weeds” detail and industry jargon
 Consistent—your messages enables you to consistently reinforce
your point.

Crisis Communications Checklist
During a crisis, adequate information and other important
aspects are often unavailable until the situation evolves.
 Get the facts straight … your mission is to determine
precisely what is known, and what is opinion.
 Create a narrative and get key internal stakeholders to
‘sign off’.
 Use the narrative as the source document for all your
communications.

Crisis Communications Checklist
 A single spokesperson is key but make sure they are
trained to respond in pressure situations.
 Write Q&As and drill your spokesperson to respond.
 Rehearse responses — just saying them in your head isn’t
good enough.
 Put media and (social media) in place so you can track
the issue.
 Remember, your internal stakeholders are critical — keep
them informed and ‘in the loop’.

Crisis Communications
Key Reminders


You are always “on the record”



You are accountable for what you say



Don’t say anything you wouldn’t want attributed to your school



Never state a fact that is not factually bulletproof



Never feel rushed or pressured to disclose facts



Trust & Concern can be conveyed without providing facts



Once a statement is made, it cannot be retracted



Be mindful of your conversations on campus—this rule applies in the
classroom, boardroom, teachers’ lounge

Validation
 Review, Monitor and Modify as needed
 Exposures change
 Priorities change

 Table top exercises
 Focus on entire process or certain components
 Allows to make mistakes and correct

Crisis Management Planning &
Business Continuity

Analysis

Validation

CMBC
Planning
Implementation

Design

Please contact us with any
questions
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